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Cybersecurity for a Motorway Operator A

* Cybersecurity is an important issue, in terms of Availability, Integrity,
Confidentiality

* Threat Landscape: are we specific?

 IT/OT/loT: different cybersecurity, domains, or zones. C-ITS, Tunnels,
Electronic Fee Collection, Sensors Actuators, Vehicles as sensors

* NISv1 categorizes road transport as essential service (Annex 2, 2(d)).
Updated recently

* Cybersecurity is a scarce resource. We shall cooperate.
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Operators are all interconnected 2N

* Interpol, ENISA, raised the need to perform multi sector assessments
to evaluate the posture as a entire sector

* Services, SRTI, RTTI, Traffic Regulations, are shared between
motorway operators

* A security incident could stem in a motorway operator and move
laterally to others, even in different domain: cascading effects.
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Proposals 2

* Regulate ourselves before someone will regulate us
* Need for an harmonization of the field

* Abide to common concepts such as:
* Risk assessment methodologies
« Common vocabulary for cybersecurity incidents
 Common practice for incident response

ISAC

Cyber Ranges

* Cooperate with ENISA in defining the threat landscape
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Governance models A

* ISO 27001 is not enough: we have Industrial Automation and Control
Systems

* [EC 62443 is the de-facto norm for Cybersecurity Management
Systems, technical, and supply chain aspects

* Too broad: we loos specificity

* Engage the SDOs for a new work item!



And others?

IEC 62443 in other verticals

IEC TR 60601-4-5

Edtien 1.0 202101

TECHNICAL
REPORT

IEC 81001-5-1

Eomn 10 Z21az

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

MEDICAL DEVICES

Health seftware and health IT systems safety, effectivencss and secarity
Flarts1: Secunty - Achvilies = the prodect e cycie

LomIcks 02 SantE of SECUTD, SMCACRR €1 SNTIE oS SYStemes T1 Oz s
Partie 5.1: Shreté - Activitis du cycle de e du produrt

*
*

*
” "
« enisa } European Rail ISAC

ZONING AND CONDUITS

E%

E26 Cyber resilience of ships
e 1. Intreduction

INIBACENBCtion of Compuber sYSIeTS on SV, logemer Wit e widspread Use onogard of
TGN S1T (COTS) Do i e DSSEEY o SR 10 BT SOVl
ata, FamaN sality, the ety of A Shp: And Mrsten 1 marme smironmenl

am,
Ex ard 5ystams and
and amerging
_E2_1;W Cyrbler resilience of on-board systems and P
I gquipment
teesll surface
1 General

Figure 1 Zoning and condult methodalogy

A

SR, CLOTS 507012021

TECHNICAL SPECIFICATION CLCITS 50701
SPECIFICATION TECHNIQUE
TECHNISCHE SPEZIFIKATION July 2021

123 38,000, 48 o8

Enghsn Verson

Raitway applications - Cybersecurity

RAILWAY SYSTEMS™

T SoechrTn w =]
The overall process ste

CLC/TSS0701:2021 an
split for easier explanal

1 i 14 T4 1ty 1 3 R e 1 G T3 v oy
s 54 2 i

. 7o ot Pt

FREU o NT Maxoiiea Fenlina Sama i S, Enan, e

11 introduction

Tochnoloical evoton f escels, pors, contaner el 9. csed wlarcy

ipon Oiperaional Technology (OT) and infoemation Technoiogy (1) has created an
possibiity of cyber aacks 15 Boc st personnel dets, humsn sulsly, the
f¥ha 316, s possksy Renstan 10 mara et Satepanteg ShEpRg

i ey o ek 3 ompn ol ol ek svw Confinenly
kg W W FeCuNE ICCXDCETNG SECUFEy JERures o e Eupment and Sysiems al
design and manulachuring skage nefafane necessary s e comiien et o
NI reguIamant i doiver cystoms and oqupment that can ba deccnbad 2 cybar
sezhent

nces

2

TN GOCUTRENT SPACIGS UNAGD TRGUISTANTS for CYDGT RSBERCH O 0n-00ard Y1 and
equpment

12 Limitatons
hon of

UR doss not cover envirnmentsl performance for ihe system rardyare and the

Luusn, umec:oﬂuale 3 RS Sl be BODES
UR E22 for safety of equipment ior the funchonaiity of ihe sgliwars
s SHIP COMPONENTS

Tha ragquiemants spacad in thes LR ara munn 10 computer bs0d Fystams ac do
n UR E26. et hios
wcalory pict

Pardvare

Narigation and racDCommunication sysisms may Tolw IEC 511562-450 Instaad of 1w
reguIaments In ths UR. Soa LACS UIR E2% sachon 13
act 1o bl the
o further decails
T Racyarsmam

T%hew. 0

1 The 2 10 ba untormy mpler ACS Sociaties cn shigs
conlctfos consituchon o e 1 rusry 2024 0 may be used o e S
23 NOA-MANGIICHY TR, In oS 10 F0ERN 51 TG 08 NrMARCRHOIY DIk
Sccaton o is UR 1 Aopacaton i o 1 Lanuany 2024 Nt peen ralecic

The “contracied for constnaction” date means e date on which tha coniract bo buld e

s signed between the prospective owner and e shipbulder. For further cetals

regarding ine dale of ‘Contact for canstruction”. refer 10 WACS Procedural Requirement
) o 28

ISASecure Announces ISAIIEC 62443 lloT Component Security Assurance

(ICSA) Certification Launch

ember 01, 2022

INDUSTRIAL IOT DEVICES

Ihe [535ecure program is announcing the new |5Asecure certification offering for industrial incernet of things ot
compenants pazed on the (54 EC 62443 s2nies of standards.

ASECAP DAYS

BRUSSELS 2022



ASECAP DAYS

A THANK YOU FOR

BRUSSELS 2022 YOUR ATTENTION

Massimiliano Masi <mmas i@autostra de.it>



	Diapositive numéro 1
	Diapositive numéro 2
	Cybersecurity for a Motorway Operator
	A Tunnel Use Case
	Operators are all interconnected	
	Proposals
	Governance models
	And others?
	Diapositive numéro 9

