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Galileo is used today in the majority of professional *

devices and consumer platforms BT
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Galileo in every new type of
car/van sold in Europe from
April 2018

3 Million vehicles
(end-2019)

g8 ... USEGALILEO:uU

MAVIGATION SOLUTIONS FIND A GALILEO-ENABLED DEVICE TO USE TODAY
POWERED BY EURDPE
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GNSS is the core technology in autonomous vehicles
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Disclaimer: all videos are the copyright and property of Vicomtech and its partners and may not be copied, reproduced or modified without the expressed written consent and authorization.
The Trademarks shown are the property of their respective owners and used within the videos under license. For requests for use or reproduction, please contact: pi@vicomtech.org
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Automation plays an important role in location technology *

COSTA NAVARING 2019
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https://www.gsa.europa.eu/newsroom/news/gnss-user-technology-report-2018-available-download-now
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First commercial First low cost BladeRF HackRF LimeSDR-mini A USB3 to
GPS simulator: recard, replay 5DR board able one SDR VGA adapte
STR2740 and GPS to simulate board able to repla
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The UNECE World Forum for automotive regulations =
declared the need of clear cybersecurity rules:

GNSS authenticated message is recommended
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Authentication service will provide a
NS secure and reliable location, by detecting

interference (spoofing) attacks:

E1 Navigation Message

Authentication: integrated in the
E1 signal of the Open Service and
already prototyped/under testing

E6 Spreading Code Authentication:
based on the E6 signal Spreading

Code Encryption "
Z,




New EETS Directive and upcoming C-ITS Delegated Regulation
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EN

Brassels, 13 3219
CH0L%) 1739 final

CONMMISSHIN DELEGATED REGULATHIN (EU ...
of 13.3.200%

supplementing Directive 2010SMEL of the Evropean Parfiament asd of the Conmeil
with regard io the deplovment amd operational use of copera tve intellipend ransport
Tystems

{Text wath EEA peleance)
[SECChO19) 100 final} - {SWI2019) 05 flmal) - (SWDH010) 96 final)

EN

“OBE which uses satellite positioning
technology and is placed on the market
after 19 October 2021 shall be WP
compatible with the positioning services
provided by the Galileo and EGNOS™”
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EGNOS is activated in 71%
(1.48 mill.) of total GNSS OBUs

Galileo is activated in 62%
(1.28 mill.) of total GNSS OBUs

“When C-ITS stations are enabled with GNSS, they shall be
compatible with the positioning and timing services provided
by the Galileo and EGNOS systems. In addition, C-ITS stations
may be compatible with other satellite navigation systems”
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5L CENELEC ETs{(C—)
T - Status of European standards today

EurorPeEAN STANDARDS ORGANIZATIONS
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Development of base standards in relation on C-ITS EN 16803: Use of GNSS-based positioning
Secure Communications and VRU: for road Intelligent Transport Systems (ITS)

. Part 1: Definiti d syst i i
CEN/ISO TS 21176: Cooperative ITS — art 1: Definitions andisygiem engineering
. ] . L. procedures for the establishment and
Position, Velomty and Time service in assessment of performances: overall framework
the ITS station

@ ETSI TS 103 300: Intelligent Transport
Systems — Vulnerable Road Users

GNSS authentication will be widely used in urban
mobility services, which require trustability:

and operational procedures for the establishment
of GNSS-based performances for ITS

Part 2: Assessment field tests for basic
performances of GNSS-based positioning
terminals: testing procedures to assess the basic
performances (Availability, Accuracy and Integrity)

Part 3: Assessment field tests for security
performances of GNSS-based positioning

W terminals: testing procedures to assess the

ETSI TS 103 246: Satellite Earth Stations and
Systems; GNSS based location systems: Functional
requirements, Reference architecture, Performance

requirements

performances submitted to RF attacks such as
spoofing or jamming

Part 4: Methodology for the recording of
relevant data sets (Record & Replay): define the
way the data files are built and validated
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New safety technologies will become mandatory in Europe from 2022
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> Advanced emergency braking (cars, vans)
B Alcohol interlock installation facilitation (cars,
Europe on the Move i ok, s Rdant
2 Drowsiness and attention detection (cars, vans,
trucks, buses)
. ° Distraction recognition / prevention (cars, vans,
New safety features in your car Stk bud)
@

[Event (accident) data recorder (cars, vans, trucks,

Improved direct vision bUSGS)

for trucks and detection e

of pedestrians and cyclists :
3
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B Emergency stop signal (cars, vans, trucks, buses)
fety gl i se of h, A ‘
e :L:zfr.:nc:nf,;n?(mﬁ Full-width frontal occupant protection crash test -

.
Drowsiness and distraction |mpr0ved Seatbelts (CarS and VanS)
= T e Head impact zone enlargement for pedestrians
¢ mma Y and cyclists -safety glass in case of crash (cars and

Lane keeping vans)

assistance . Intelligent speed assistance (cars, vans, trucks,
. buses)
ik e | Lane keeping assist (cars, vans)
l"l. o Pole side impact occupant protection (cars, vans)
/e ° Reversing camera or detection system (cars, vans,
T mproved (IS S
Intelligent speed Reversing > Tyre pressure monitoring system (vans, trucks,
assistance camera buses)
. Vulnerable road user detection and warning on
front and side of vehicle (trucks and buses) J
@ Vulnerable road user improved direct vision from

http://europa.eu/rapid/press-release_IP-19-1793_en.htm driver’s position (trucks and buses)
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