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B Global Threat Landscape
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“No locale, industry or organization is bulletproof when it comes to the compromise of data.” - Verizon 2016 Data Breach Report



B Global Threat - Intrusion Investigations

Conspiring to Commit ('oputtr l*rlud; Accnsing a ('onputcr Without Authorization for the Purpose of '
Commercial Advantage and Private Financial Gain; Damaging Computers Through the Transmission of
Code and Commands; Aggravated Identity Theft; Economic Esplonage; Theft of Trade Secrets
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, Yahoo Breach and Indictments




W Global Threat - Advanced Persistent Threat

Closer Examination

o SCope

« Complexity of Threat

« High-Impact v. Medium Likelihood

» Extended Time to Discovery (TTD) - 180
days

o Overlap with Criminal Enterprise to

achieve repudiation




FBI Field Offices

and Resident Agencies

February 2016

s ™ Field Office dagmls |

. . - - ® Findert Agucy ‘2
. Bemind Tage Vasgats : »

® o By Motasd

b .
Ibadenr 0 o Rtad Inﬂu. 'o.-. i
Y- . Minneapolis ® £ (e ’ e iy
L = et S { Tarvrw Oy Woms o Albany - Mesen,* i Boston
Lok b Red Oy i Cowe By - A - = Yok
Lavka Tk ? . . . f g Buffalo® X 8 oyl
> > o Pl Vashis Fadetn » e Milwaukee Rt Gy "‘J.;,',", T
e . - - wrd Nt - . oL
¥ e Gl ‘. R o 1m0 uteg e o et s © e~ 2™ New Haven
gt Madean, Deu‘on‘d . TR . ~
s ot . e By R e MM Claveland e : * . Newark W &8NL, vork
v A Sonun Gy < ..,m'.t (h '.m,,‘, Tekie e .I:-: e — S (e o ph'|- : . '
= . s Intaa Fapt s" Chicago Sy gt || Winkep r 125
e P Salt Lake Gity & e e Omaha o " edna el LT R e . R Uigthies  © .J. ! Soe mset 0
1 ent A - - R Tuet(Ran ) | piiaet .5 omtsy | Pittsburgh y
‘South Libe Tabee s toud Fatiaded, : i & Tt . '
N . S - ol LOATE ek Came . persques * wBalt*is .
Sanf 1500 M oo o iwine P T C S - . G Wemime -, I!. (et
e T — D Ot O | Indianapolis ™" A Wesew® 5T O \
ol ®Matnete ) Grovind ipemyy - enver . L n R P LR cTe T > arplrd W
G X 2 bt springfield ® s Cincinnati sy Washington s’o" " o . 3
) . roa® 208 .
R - ard b1 . B\ Gyt [ :..3:.;») b Washington =
waevy iy ® Jhan 2 5 S(Ity E ooy Lovgien * Ouberm . ™
2 i g S . . < .
s G gy e R ‘s ey *w St.Louis ‘,_,‘,,ml.ounswle Hoagn Richmond ® s 9 Suim
/ .
JHteayt . KAN ' ® v ML | st it o Lyeibm o M Norfolk Tt
Las Vegas o icy =Y o taarehe L ey
o sekkdd = ® barg !hn.u (¥ * W Oweriows Py bt *
. »” P\ Lanen -t
.  Bookeg i
elawyn ot ® prmptede D e o e ® o ey o (rcser @ i 2 S
Vel w Lt - Quwnn
e Te o suwn st osnt 0 s T L Faeerie -
Los Angeles =W e Le Ramd ® PP Sang e . e R o AlE Knoxville » .
o * ok . = e g . rd e o TN P Charlotte
e Thes = Oklahoma City i I — e o &
! 5 - . - fot tmih . - - .
e~ gy o R Albuquerque s won b SR ieRock (BTG e R\ e e
. . - ™ . - 1 y HA
g 2 u ol W s i olumbia i Erad .
—n - g . Lot @ licen o = s 30 .lm pyro 2 X .Mﬂllv Sedetiat
- - an Diego e X Phoenix e 4 Birmingham - " > Bk Pt
- . N . -
. - S L : o Atlanta ) i oo Yame
il Luboct - Bowale Dackors .:‘ .:... L - . NEWYOfk .
b L oans EN et o P S * AL AFA pperh o Newark o /™ o Wbtys et
s . [T S L
Srumn . [roen Farvem o -Dalas Jhepmt " o : T
~ . oo - Waw fomkeaterdy
™ El Paso . Jackson — . b e il
- bn ety = Nl " TN
.

® Tatw

FBI INTERNATIONAL PRESENCE International Operations Division R Sl

Limtte
.

San Juan

kbl oo

Riga

__Cl.'-pr|1hatgl.'r'
ITIIJ'Q.JE w Meascew . .
L:JBI'IdUn E Berlinp R Astana
[T rutse 1 s Prague K}.-i-.-
s g BB I e I C e S S
Ottawa ; Burcharest L
Termln Sarajevogaf Thilizi
Madrid 1 Rome ""“';,':;.','ta,a Beijing
ORI £ Athens it Erbil Kabul canll N
Rabiat g frslets | Baghdad Ielamabad Tokyo
Tijusga et . C_aim,e.'mmn Kuwait City Mew Dedhi
H e R v S ! ey i 'g.ghug:aﬁ-_l A Karachi Taipei
Gua u Lha a Hang Kene
wuxhﬁi"—'-' Clty Santo Domingo _ E-ius-‘.ul B o
SLIdIrhEI..Jr::{l g cladlp Bridgetaown Drakar X Banghak Manila
: Port of Spain Abuia Phinam Penh
Panama Tty s 1l ' Addis Ababa Kuala Lumg
Bogota TR g uala Lumpstir
Singapore
Mairobi

Jakarta

Brasilia

530 Fado
Pretaria

Sy
Canberra

Santiago Buenos Aires

KEY | FBI Legal Attaché Offices | Sub-Offices | comestant courdanns 63 Legal Attaché Offices | 27 Sub-Offices | 6 Combatant Commands
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B Cyber Threats and Investigations

Investigations Playbook

o Prefer to develop relationships pre-breach
o Contact LE early during an incident

o Onsite evaluation of incident

o Confidentiality and dealing w/victims

o Global Reach

o« Post Mortem Accuracy (complete picture)




B Cyber Security - Common Mitigations

Mitigation Strategies

AUDIT/LOG =\ ACCESS
MANAGEMENT MANAGEMENT

STRONG
PASSWORD
POLICY

TWO-FACTOR VULNERABILITY
AUTH @ ASSESSMENTS BCPIDRP
INFOSEC
PATCHING ISNECIID[I)_,EATI\I-II-\I/II:{NEC? PON PROGRAM
MANAGEMENT
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